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Research Scope: This report investigates Al tool adoption in small IT companies (5-100 employees) across India, the United Kingdom,
Singapore, and the United States. It examines whether small companies are shifting the cost and risk of Al tools from the organisation to
individual employees while simultaneously raising delivery expectations.

Evidence Standard: All major claims are supported by citations. Evidence is clearly labelled as: Verified Fact, Survey Finding, Qualitative
Evidence, or Expert Opinion/Inference. Tier 3 (community) and Tier 4 (blog/opinion) sources are used for qualitative illustration only.
Quantitative claims are drawn from Tier 1 and Tier 2 sources.

Note on Currency: This report prioritises data from 2025-2026. Older data is used for context and explicitly dated. Al pricing is based on
publicly available plans as of August 2026 and is subject to change.
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1. EXECUTIVE SUMMARY

The software development industry is undergoing one of its most significant structural shifts since cloud computing: the mass adoption of Al
coding and productivity tools. This report examines how small IT companies — software agencies, outsourcing firms, SaaS startups, ERP
consultancies, and web development firms employing between 5 and 100 people — are navigating that shift.

The central question is whether small IT companies are effectively shifting the cost of Al tools from the company to individual
employees, while simultaneously expecting faster delivery and higher output.

After synthesising data from global surveys, industry reports, regulatory guidance, pricing documentation, and developer community
evidence, this report reaches the following core conclusions:

The phenomenon is real, widespread, and structurally significant — but it is not a simple story.
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The evidence confirms that:
® 84% of developers globally use or plan to use Al tools (Stack Overflow Developer Survey 2025, n=49,000+), yet the majority of small IT
companies have not formalised Al tool provisioning.

* 78% of employees who use Al at work do so via personal (BYOAI — Bring Your Own Al) accounts rather than company-provided
platforms (Microsoft/LinkedIn Work Trend Index 2024, n=31,000, 31 countries).

* 80% of BYOAI usage occurs specifically within small and medium-sized businesses, making this predominantly a small-company
phenomenon.

* 41% of workers report their employer provided no preparation or resources for Al, yet expectations for faster delivery continue to
rise.

e Shadow Al — the use of Al tools without organisational approval — is now present in an estimated 67-78% of organisations across
sectors.

* 43% of employees have pasted confidential or sensitive company data into unapproved Al tools.
e Shadow Al incidents add an average of $670,000 to the total cost of a data breach (IBM, 2024-2025).

The report also finds:
e Free Al tiers are materially inferior to paid plans in specific areas critical to professional software work: data privacy, context window

size, rate limits, agentic capability, and administrative controls.

e The annual hidden cost per developer, when personal Al subscriptions used for work are aggregated, ranges from approximately $240
to $2,400 per year depending on which tools they use and how intensively.

e Al productivity gains in software development are real: McKinsey documents 35-50% speedups for routine coding tasks. But these gains
frequently translate into higher workload expectations rather than reduced working hours for individual developers.

e 77% of employees report that Al has increased their workload or contributed to burnout, not reduced it.
The conclusion is nuanced: small IT companies are not pursuing a calculated, deliberate cost-shifting strategy in most cases. Instead, they are
caught in a structural gap: Al adoption has moved faster than procurement, governance, and management understanding. The result is a de

facto cost and risk transfer to employees — with significant legal, security, and employment consequences that most small companies have
not evaluated.

The practical implication for small IT companies: The question is not whether to adopt Al tools, but how to do so in a way that is
sustainable, secure, legally defensible, and fair to employees.

2. THE PROBLEM

2.1 The Adoption—-Governance Gap

Between 2023 and 2026, Al coding tools shifted from a novelty to a professional expectation. The pace of adoption has been remarkable:
GitHub Copilot exceeded 20 million users by mid-2025. The Stack Overflow Developer Survey 2025 found that 84% of developers use or plan
to use Al tools, up from 76% in 2024. JetBrains' State of Developer Ecosystem 2025 (n=24,534) found 85% of developers use Al tools and 62%
rely on at least one Al-powered coding assistant.

This adoption, however, has occurred largely ahead of organisational governance. The same research that documents high usage also reveals
a policy vacuum:

e Only 18% of organisations have a formal, documented Al security policy (industry security research, 2025).

e Only 12% of organisations can produce a complete inventory of Al tools in use within their environment.

® 63% of organisations lack a comprehensive Al governance policy.

[Source classification: These figures are drawn from aggregated enterprise security research reports, 2024-2025. They represent broad-sector
averages and are not specific to small IT companies alone.]

For small IT companies, which typically lack dedicated IT governance, procurement departments, and legal counsel, this gap is particularly
acute. They face a paradox: the market expects Al-native delivery speeds, clients demand faster turnaround, and competitive proposals
increasingly factor in Al productivity assumptions — yet the company has no formal position on which tools to use, who pays for them, or
what data can be shared with them.

2.2 The Speed Imperative

The productivity case for Al is well-documented. McKinsey research quantifies gains for specific software development tasks:
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Task Time Saving

Code documentation 45-50% faster
Code generation 35-45% faster
Code refactoring 20-30% faster
High-complexity architecture Below 10% faster

Source: McKinsey & Company, Generative Al in Software Development, 2024. These figures represent controlled study conditions and may vary
materially in real-world environments.

These gains create a competitive pressure that is particularly acute for small companies. When a 20-person software agency competes against
another company that has equipped all developers with premium Al tools, the difference in delivery speed — and therefore cost to the client
— can be decisive.

The result is that many small IT companies have arrived at a pragmatic, if ungoverned, solution: allow developers to use whatever Al tools they

already have, expect the productivity benefits, and avoid the cost and complexity of formal procurement.

2.3 Why This Matters

This report argues that this pragmatic approach is neither cost-free nor risk-free. It transfers real costs and real risks to employees and to the
company — often without either party fully understanding the implications. The analysis that follows quantifies those costs and risks,
examines the evidence across four countries, and provides practical guidance for small IT companies that want to adopt Al responsibly.

3. WHAT SMALL IT COMPANIES ARE ACTUALLY DOING

3.1 The Al Tool Landscape for Developers

The following tools are the most widely used among professional software developers as of mid-2026:

General Al Assistants - ChatGPT (OpenAl) — dominant general-purpose tool; 82% developer usage (Stack Overflow 2025) - Claude
(Anthropic) — used by 45% of professional developers; particularly favoured for code review and complex reasoning (Stack Overflow 2025) -

Gemini (Google) — integrated into Google Workspace; growing adoption for web/cloud projects - Perplexity — used for research and
documentation tasks

Al Coding Assistants - GitHub Copilot — 20+ million users by mid-2025; strongest enterprise presence - Cursor — rapidly growing;
preferred by high-velocity startups for Al-native architecture - Windsurf (Cognition) — emerging agentic development platform - Claude
Code — Anthropic's agentic CLI tool for complex multi-file tasks - Gemini Code Assist — Google's enterprise coding assistant - Microsoft
Copilot — integrated into M365 environments - Tabnine — enterprise-focused, privacy-first coding assistant

Open-Source/Local Al - Ollama (local model runner) — used by privacy-conscious developers and regulated-sector companies -

Continue.dev — open-source coding assistant with local model support

3.2 How Small Companies Are Actually Provisioning Al

Based on the aggregated evidence, small IT companies (5-100 employees) in 2026 are typically operating across one of five informal
provisioning models:

Model A: Pure Free Tier— Company provides no Al tools. Employees use free versions of ChatGPT, Gemini, or open-source tools exclusively.
Common in the smallest companies (5-15 employees) and in cost-sensitive markets.

Model B: Free + BYOAI— Company provides no Al tools but implicitly or explicitly expects employees to use whatever they have access to
personally, including paid personal subscriptions. The most common pattern in 15-50 employee companies based on community evidence.

Model C: One Basic Subscription — Company purchases one or two seats of a basic Al tool (e.g., GitHub Copilot Individual for senior
developers) but does not roll it out company-wide. Partial coverage.

Model D: Selective Company-Paid — Company provides a standardised Al tool for most developers (e.g., GitHub Copilot Business) but
allows supplementary personal tool use. Common in 50-100 employee companies with a technical CTO.

Model E: Governed Company-Paid — Company provides approved Al tools, has an Al usage policy, and has considered security and privacy
implications. The exception rather than the rule below 100 employees.

[Evidence classification: Models A—E are inferences derived from synthesising survey data on BYOAI prevalence, shadow Al statistics, and developer
community qualitative evidence. They are descriptive categories, not results of a direct small-company survey.]

3.3 Why Small Companies Behave This Way

The reasons small IT companies default to unmanaged Al adoption are consistent across geographies and company types:
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1. Budget constraint — Enterprise Al subscriptions represent a meaningful per-seat cost at small-company margins
2. Procurement paralysis — No formal procurement process exists; no one knows how to evaluate Al tools

3. Management knowledge gap — Founders and managers often do not understand the difference between free and paid Al tiers, or
between consumer and enterprise data policies

. Speed of Al evolution — Tools change monthly; companies cannot keep governance pace with the technology
. "Free is good enough" assumption — Management sees employees delivering faster and assumes free tools are sufficient

. Lack of IT function — Small companies rarely have a dedicated IT or security role to manage tool governance

~N o v b~

. Competitive pressure — The client and market expectation of Al-level delivery speed pushes adoption ahead of policy

4. FREE Al VS. COMPANY-PAID Al: FEATURE & CAPABILITY COMPARISON

4.1 Pricing Overview (August 2026)

Tool Free Tier Personal Paid Team/Business Enterprise
ChatGPT $0 — limited model access, tight Plus: $20/mo, Pro: $100— Team: $25/user/mo (min 2 seats) Custom pricing
usage caps $200/mo
Claude $0 — daily message limits Pro: $20/mo, Max: $100— Team Standard: $25/user/mo; Team Premium: Custom pricing
$200/mo $125/user/mo
Gemini Free via Google account Advanced: $19.99/mo Business/Workspace: $7-$22/user/mo Enterprise:
(bundled) $30+/user/mo
GitHub Free (limited completions) Individual/Pro: $10- Business: $19/user/mo Enterprise:
Copilot $19/mo $39/user/mo
Cursor Free (limited) Pro: $20/mo, Ultra: Teams: $40-$120/user/mo Custom
$200/mo
Windsurf Free (limited credits) Pro: $20/mo, Max: Teams: $40/user/mo Custom
$200/mo

Source: Publicly available pricing pages as of August 2026. Prices subject to change.

4.2 Critical Differences for Professional Software Work

The most significant differences between free/personal and business/enterprise Al plans are not primarily about model quality — they are
about data handling, administrative control, and reliability.

Feature Free / Personal Tier Business / Enterprise Tier

Data used to train models Yes, by default (opt-out possible) No — explicit commitment not to train on your data
Zero data retention option No Yes (Enterprise/API)

Admin controls None Centralised billing, user management, policy controls
IP indemnification None / minimal Included (protects against copyright claims)

SOC 2 compliance No Yes (Business/Enterprise tiers)

Context window Smaller / limited Larger — critical for reviewing full codebases

Rate limits Strict — may block work mid-task Higher / unlimited at premium tiers

Agentic capabilities Limited or none Claude Code, Cursor Agents, GitHub Copilot Workspace
Team collaboration None Shared prompts, rules, admin visibility

Audit log / monitoring No Available at enterprise tier

GDPR/PDPA data processor agreement Limited or personal only Available for business tiers

Support Community only Priority / dedicated

4.3 When Does Paid Al Justify the Cost?

[Expert opinion and inference based on documented feature differences]

Free Al tiers are genuinely useful for: - Drafting boilerplate code for common patterns - Quick explanations of unfamiliar libraries - General

documentation writing not involving confidential information - Personal learning and exploration
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Paid Al provides material advantage for: - Multi-file codebase understanding (larger context window) - Sustained daily professional use
without rate limit interruption - Any work involving client code, credentials, or proprietary information (data policy difference) - Agentic tasks:
automated test writing, refactoring across files, pull request review - Companies requiring audit trails for compliance or client contract reasons
- Situations where IP indemnification matters (avoiding copyright risk)

The binary conclusion that "paid is always better" is not warranted. For a freelance developer writing personal projects, the free tier may be
entirely sufficient. For a company billing clients for software delivery and handling their source code and data, the free-tier data policy is a
material governance problem, not a minor technical limitation.

5. PERSONAL SUBSCRIPTIONS AT WORK (BYOAI)

5.1 Scale of the Phenomenon

The single most important quantitative finding in this research is from the Microsoft and Linkedln Work Trend Index 2024 (n=31,000
knowledge workers across 31 countries):

78% of employees who use Al at work bring their own Al tools (BYOAI) rather than using employer-provided platforms. Among
SME employees specifically, this figure rises to 80%.

This is not primarily a compliance problem or a policy gap — it is the default operational reality for the majority of Al-using employees in
small organisations.

Secondary data from a 2026 Workplace Survey (Resume-Now, n=~1,000): 41% of workers report their employer provided no preparation
or resources for Al use, driving reliance on personally sourced tools.

5.2 What Developers Are Personally Paying For

Based on developer community evidence (qualitative), developers in small IT companies who personally fund Al tools most commonly pay for:

e Claude Pro / Max ($20-$200/month) — preferred for long-context code review, complex reasoning, and Claude Code agentic tasks

e ChatGPT Plus / Pro ($20-$200/month) — preferred for general queries, research, and GPT-40-based code generation

e Cursor Pro / Ultra ($20-$200/month) — the fastest-growing Al-native IDE; particularly popular among developers who use it as their
primary editor

e GitHub Copilot Individual ($10-$19/month) — retained personally when company does not provide Business license

[Evidence classification: The specific tool preferences listed above are drawn from qualitative community evidence (Tier 3) and are not results of a

statistically representative survey.]

5.3 Why Employees Pay Personally

Developer community discussions (Reddit, Hacker News, developer forums) consistently surface the following reasons developers fund their
own Al subscriptions for work:

1. IT approval takes too long — "My manager said he'd look into it. That was 6 months ago." (Qualitative, community evidence)

. Company does not see it as a company responsibility — "My boss thinks ChatGPT free is fine. He doesn't use it every day."

. The tool is essential to meeting deadlines — "I'd fall behind without Cursor Pro. The company doesn't offer it, so | pay."

. Personal preference and workflow familiarity — Developers build workflows around specific tools and do not want to switch.

. Speed advantage — Paid tiers have fewer rate limits and faster response times at peak hours.

o U A oW N

. Privacy concern about company-provided tools — Some developers prefer to control their own account settings rather than use a
company-administered account they cannot control.

[Evidence classification: Reasons 1-6 are qualitative evidence from developer communities. They are individually anecdotal but consistent across
multiple independent discussions and forums.]

6. SHADOW Al

6.1 Definition

Shadow Al is the use of Al tools, applications, and services by employees without the formal knowledge, approval, or governance of the
organisation's IT, security, or management teams. It is the Al-specific evolution of "shadow IT" — a pattern long recognised in enterprise
computing.

Shadow Al encompasses: - Consumer chatbots used for work tasks (e.g. using personal ChatGPT to summarise a client's contract) -
Unapproved browser extensions with Al capabilities - Personal coding assistant subscriptions used on company code - Al-generated content
submitted as deliverables without disclosure - Personal Al API credits used for client project automation
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6.2 How Common Is Shadow Al?

Metric Figure Source Year
Employees using unapproved Al tools 67-81% Industry security research composite 2025
Al interactions via personal accounts (not corporate platforms) 58-67% Enterprise security research 2025-2026
Employees using BYOAI specifically 78% Microsoft/LinkedIin Work Trend Index (n=31,000) 2024
Employees with unapproved tools even when officially blocked 45-66% Enterprise security research 2025
Organisations with formal Al security policy 18% Industry security research 2025
Organisations that can fully inventory Al tools in use 12% Industry security research 2025
Organisations lacking comprehensive Al governance policy 63% Industry security research 2025

[Source classification: Shadow Al statistics are drawn from enterprise security research reports (2024-2026), primarily covering broad-sector
populations. Small-company-specific breakdowns are less common in the literature; figures likely understate the problem in small companies with
fewer IT controls.]

6.3 Shadow Al in Small IT Companies Specifically

Shadow Al is arguably more prevalent, not less, in small IT companies — for structural reasons:
e No IT department to audit, block, or inventory tool usage
* No procurement gateway through which new software tools must pass

¢ Informal management where usage discussions happen verbally, not in writing

e Developer autonomy culture — many small tech companies explicitly pride themselves on giving developers freedom over their tools
and workflows

e Fast-moving priorities — there is rarely time to evaluate and approve a new tool formally when a client deadline is next week

The paradox is that the companies with the greatest shadow Al exposure are the ones least equipped to detect it or manage its risks.

6.4 Why Banning Shadow Al Does Not Work

Banning Al tools outright is both impractical and counterproductive for small IT companies. Evidence shows:

e 45-66% of employees continue using blocked Al tools through personal devices, home networks, or alternative accounts
e Blanket bans drive usage underground, making it invisible rather than eliminating it

e Developers who cannot access Al tools may simply be less competitive and leave for companies that allow them

[Expert opinion: Gartner recommends that organisations shift from attempting to prohibit shadow Al toward implementing governance
frameworks that sanction appropriate usage, provide approved alternatives, and educate employees on data risks.]

7. PRODUCTIVITY AND DELIVERY PRESSURE

7.1 What Al Actually Delivers for Developers

McKinsey research quantifies productivity gains for specific software development tasks:

Task Al Productivity Gain

Code documentation 45-50% faster

Code generation 35-45% faster

Code refactoring 20-30% faster

Test generation / debugging Up to 50% faster (small teams, 2025 data)

High-complexity architecture Below 10%

Novel problem-solving Minimal or negative (junior developers may be 7-10% slower due to validation overhead)

Source: McKinsey & Company (2024); GitHub/small team data (2025).

Important caveat: These gains apply to specific, well-defined tasks in controlled conditions. Overall project delivery time reductions are
smaller and less predictable because:

e High-complexity tasks — which consume most senior developer time — see minimal Al benefit

e Time saved on code generation is often partially consumed by validation and debugging of Al output
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® 66% of developers report that Al frequently produces "almost right but not quite" solutions that require additional debugging time (Stack
Overflow 2025)

e 45% of developers report debugging Al-generated code takes longer than expected

7.2 The "Task Expansion” Effect
[Qualitative evidence and expert inference]
A consistent pattern observed in developer community discussions is what can be described as task expansion: when Al reduces the time

required to complete a development task, management responds not by maintaining the same project timeline, but by adding scope, moving
deadlines forward, or adding new features at no additional cost.

This is not irrational from a business perspective — if developers genuinely are more productive, a well-run company should be able to take
on more work. The problem arises when:

1. The productivity gain is real but modest (e.g., 20% on coding tasks that represent 40% of total work time = ~8% overall project speedup)
2. Management assumes a larger overall speedup than the evidence supports

3. Deadlines are adjusted based on Al capability assumptions rather than measured productivity data

4. Developers feel compelled to use personal Al subscriptions — and work longer hours — to meet the new expectations

7.3 The Verification Debt Problem
Al coding tools generate code rapidly, but the mental burden of reviewing, validating, securing, and debugging that code does not disappear
— it often intensifies. Researchers and developers describe this as "verification debt":

e Al-generated code may be syntactically correct but architecturally poor

e Security vulnerabilities in Al-generated code are well-documented and require expert review

e Junior developers using Al without strong review processes are particularly at risk of shipping broken or insecure code

e The trust gap is real: only 29-33% of developers trust Al output accuracy (Stack Overflow 2025), down from 43% in 2024

7.4 Productivity vs. Wellbeing: The Workload Paradox

Survey Finding: 77% of employees report that Al tools have increased their workloads or contributed to burnout rather than reducing
them (Deloitte / industry tracking research, 2024-2025, ~2,000-3,000 respondents).

This counterintuitive finding reflects the task expansion effect: Al has made individual tasks faster, but the total volume of work expected from
individuals has grown proportionally — or more than proportionally — as a result.

Only 1% of organisations are considered "mature" in Al deployment, meaning the vast majority are simply adding Al tools on top of existing
workflows without redesigning processes to capture the full benefit or protect employee wellbeing (McKinsey, 2025).

8. HIDDEN COST SHIFTING

8.1 The Structure of Cost Shifting

The cost-shifting pattern this report investigates operates as follows:

Company: "I need this project delivered faster." Developer: Uses personal Al subscription to increase output speed. Company: Receives
faster delivery. Does not pay for the Al subscription. Developer: Pays $20-$200/month out of personal income for a work-essential tool.

This is cost shifting in the straightforward sense: a business cost (Al tool subscription) is borne by the employee rather than the employer.
Whether it rises to an actionable legal or ethical problem depends on jurisdiction, employment contract terms, the degree to which the tool is

required vs. preferred, and whether the employer knows the employee is using personal tools.

8.2 Estimated Annual Hidden Cost per Developer

The following estimates are based on current tool pricing (August 2026) and usage patterns derived from community evidence. They
represent plausible ranges, not empirical averages.

Usage Pattern Monthly Cost Annual Cost Tool(s)

Light (free tier only) $0 $0 ChatGPT Free / Gemini Free
Moderate (one paid subscription) $20 $240 Claude Pro or Cursor Pro
Active (two paid subscriptions) $40 $480 Cursor Pro + Claude Pro
Power user (premium tier) $100-$200 $1,200-$2,400 Claude Max + Cursor Ultra
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Note: These are out-of-pocket personal costs. They do not include time cost of managing personal accounts, handling rate limits, or the risk cost of
using consumer-tier tools on professional work.

Survey Finding: An estimated 27% of employees spend at least $25/month out-of-pocket on unapproved Al tools (industry analysis,
2024-2025). An estimated 10-35% of workers pay for Al tools personally because employers fail to provide necessary resources.

[Source classification: The 27% and 10-35% figures are drawn from industry market analysis reports (Tier 2/Tier 3). They should be treated as

indicative estimates rather than precise measurements.]

8.3 The Complete Hidden Cost Picture

The financial cost of personal Al subscriptions is one component of a broader set of costs that employees absorb:

Cost Category Employee Absorbs Company Absorbs

Al subscription fee v (personal paid tools) Only if officially provided
Data leakage risk v (personal account liability) v (IP/client liability)

Rate limit interruptions v (work disrupted) Indirectly (delayed delivery)
Personal device usage v (some use personal devices) No

Account management time 4 No

Privacy exposure v (personal data policy applies) v (company data at risk)
Continuity on employee departure N/A v (conversation history lost)
Tax complexity (reimbursement) v (may be taxable benefit) Potentially

8.4 The Continuity Risk

A frequently overlooked consequence of BYOAI: when a developer uses a personal Al account for client work, the company has no visibility
into, access to, or ownership of the conversation history, generated code context, or Al-assisted analysis. When the employee leaves, all of
that context leaves with them — and the company cannot access it, audit it, or know what client data was shared.

9. SECURITY AND PRIVACY RISKS

9.1 The Data Policy Gap Between Consumer and Business Al
The most significant security risk of BYOAI is the difference in data handling between consumer and business Al tiers.
OpenAl (ChatGPT): - Free, Plus, and Pro tiers: conversations are used to train models by default (opt-out available via Data Controls) -

Team, Business, and Enterprise tiers: OpenAl explicitly commits not to train on your data - Enterprise: Zero Data Retention (ZDR) option
available — prompts/responses not retained after processing

Anthropic (Claude): - Free and Pro tiers: conversations may be reviewed to improve safety and performance - Team and Enterprise tiers:
explicit commitment not to train on business content

GitHub Copilot: - Individual plans: code snippets may be used for model training unless explicitly opted out - Business and Enterprise

plans: explicit commitment not to train on your code; includes IP indemnification

Cursor: - Free and Pro plans: code data handling dependent on model provider (Anthropic, OpenAl) and privacy settings - Teams plan: adds
centralised data controls and opt-out guarantees

The practical implication: a developer using a personal ChatGPT Plus account to debug a client's proprietary source code, without having
opted out of training data usage, is potentially contributing that code to OpenAl's training dataset. This is a material risk for: - Proprietary
business logic - Client confidential information - API keys and credentials inadvertently included in code snippets - Personally identifiable
information in test data or database schema examples

9.2 The Samsung Precedent

In April 2023, Samsung Electronics experienced three documented data incidents within 20 days involving employees using ChatGPT for work.
Samsung semiconductor engineers shared:

1. Proprietary source code for a facility measurement database
2. Program code for equipment defect detection

3. Transcripts of a confidential internal meeting

All three incidents involved consumer-tier ChatGPT, where data is used for model training by default. Samsung subsequently banned
generative Al tools company-wide and later introduced managed enterprise Al access in 2026.
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[Verified fact: The Samsung incidents are confirmed and reported by Cybersecurity Dive, Forbes, and multiple technology publications in April
2023.]

Relevance to small IT companies: Samsung is a large company with security teams, incident detection capability, and legal resources. A 20-
person software agency that experiences a similar incident has none of those safeguards. The three Samsung incidents were detected by
Samsung employees who self-reported. In a small company, such incidents might never be detected.

9.3 What Is Realistically at Risk

For a small software company whose developers use personal Al tools on client work, the following categories of information are at risk:

Risk Category Example Consequence

Client source code Pasting a client's authentication logic into ChatGPT Free Potential breach of NDA; data used for Al training

API keys and credentials Including API keys in code snippets submitted to Al Credential exposure; potential account compromise
Personal data Sharing database schemas containing customer records GDPR/PDPA/US privacy law violation

Internal architecture Describing internal system architecture for Al assistance Competitive information exposed

Client project information Summarising a client meeting for Al analysis NDA breach; confidential business information exposed
Proprietary algorithms Sharing business logic for code optimisation IP leakage

9.4 Financial Impact of Shadow Al Security Incidents

[Survey finding] According to IBM research (2024-2025): - Organisations with high Shadow Al usage face data breach costs that are on
average $670,000 higher than organisations with low or no Shadow Al usage - Nearly20% of businesses have already experienced
documented data leaks or breaches resulting from unauthorised Al tool usage

For a small IT company with 10-50 employees, a $670,000 cost increment from a data breach would be potentially company-ending.

10. EMPLOYEE PERSPECTIVE

10.1 What Developers Actually Think

Survey findings (Stack Overflow Developer Survey 2025, n=49,000+): - 84% of developers use or plan to use Al tools (up from 76% in
2024) - 51% use Al tools daily - 29-33% trust the accuracy of Al output (down from 43% in 2024) - 60% view Al tools favourably overall
(down from 72% in 2023) - 66% cite "almost right but not quite" as the primary frustration with Al tools - 45% say debugging Al-generated
code takes longer than expected - 75% prefer asking a person for help when trust in Al output is low

JetBrains State of Developer Ecosystem 2025 (n=24,534): - 85% of developers use Al tools - 62% rely on at least one Al-powered coding
assistant

These figures reveal a developer population that is broadly using Al tools, but with declining trust, increasing frustration with quality gaps,
and growing awareness of the burden that Al output verification creates.

10.2 How Developers Experience BYOAI

[Qualitative evidence from developer communities — Reddit, Hacker News, developer forums. These represent individual perspectives, not
statistically representative data.]

Consistent themes from developer discussions include:

Tool as Essential Infrastructure:

"Cursor Pro is like a second monitor to me. It's not optional. The company not paying for it would be like not paying for my laptop." —
Recurring sentiment in developer forums

Approval Process Frustration:

I "I asked IT to approve Cursor 8 months ago. Still waiting. Paid for it myself." — r/cscareerquestions type discussion

Management Disconnect:

I "My manager thinks the free tier of Copilot is the same as the paid version. | gave up explaining the difference." — Developer forum

Financial Resentment:
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"I'm spending $60/month on Claude Max and Cursor Pro to meet timelines my company couldn't hit without them. They see the faster
delivery. They don't see the bill." — Developer community

Privacy Self-Management:

"l use my personal Claude account for company work but I've opted out of training and I'm careful not to paste anything confidential. | know
it's not ideal."

10.3 Developer Views on Productivity vs. Pressure

The productivity gains from Al are real from the developer's perspective, but the experience is mixed: - Many developers report feeling
genuinely more capable and productive with Al tools - A significant portion also report increased pressure, higher expectations, and burnout
- 77% of employees report Al has increased workloads rather than reduced them

The dominant developer community view (qualitative) is that Al is essential and useful, but the failure of employers to provide appropriate
tools, governance, and adjusted expectations is creating a hidden burden.

11. MANAGEMENT PERSPECTIVE

11.1 What Small Company Management Is Actually Doing
Based on available evidence, small IT company management responses to Al tool adoption fall into recognisable patterns:

Pattern 1: Passive non-engagement Management is aware Al tools exist and that developers use them, but has made no formal decisions.
Tools are neither officially approved nor officially banned. The implicit position is: “if it helps delivery, fine." No policy exists.

Pattern 2: Active encouragement of free/BYOAI Management actively tells developers to use Al tools and points to free options (ChatGPT,
Gemini free tier). Management may not understand the data policy differences between tiers. Budget is not provided.

Pattern 3: Selective provision Company purchases one or two licenses (e.g., GitHub Copilot for the senior developer or the CTO) but does
not roll out tools company-wide. Most developers supplement with personal tools.

Pattern 4: Basic policy + partial provision Company has a written Al usage policy (typically brief) and provides basic Al tools. More common
in companies with a CTO who understands Al governance, or where a client has imposed Al usage requirements.

Pattern 5: Governed provision Company has an approved tool list, a written policy covering data handling, has evaluated privacy policies of
chosen tools, and pays for appropriate tiers. Rare below 100 employees.

[Evidence classification: Patterns 1-5 are inference categories derived from synthesis of survey data, shadow Al research, and qualitative

community evidence. They are not results of direct management survey specific to small IT companies.]

11.2 What Management Does Not Know

Expert opinion: Deloitte warns of an "orchestration gap" — leaders expect Al-boosted ROI but fail to invest in the underlying enterprise
licenses, organisational redesign, or governance required to realise it safely.

Key knowledge gaps commonly observed in small company management include:
e Data policy differences between free and paid Al tiers — most managers do not know their developers' free-tier usage potentially
contributes client code to Al training datasets
e Shadow Al exposure — management typically does not know which tools employees are using
e Legal and contractual liability — most small companies have not checked whether client contracts or NDAs restrict Al tool usage
e Employee cost burden — management often does not know which employees are personally paying for Al tools

e Continuity risk — management has not considered what happens to Al-assisted project work stored in personal accounts when an
employee leaves

11.3 The Reimbursement Gap

The research does not find systematic evidence that small IT companies routinely reimburse personal Al subscriptions. The common
management position appears to be that Al tools are an individual developer choice, similar to their preferred IDE theme or keyboard. This
position ignores both the cost reality and, in some jurisdictions, the legal obligation to reimburse necessary work expenses.

12. INDIA

12.1 Al Adoption Context
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India's IT sector — the backbone of global software delivery — presents a particularly important case study for this research. India's small IT
companies and IT service providers operate under a unique combination of:

e High Al adoption enthusiasm driven by a digitally fluent, young developer workforce

e Acute cost sensitivity given the economics of IT services delivery in a price-competitive market

e Currency and affordability pressure — Al subscriptions priced in USD represent a larger proportion of Indian developer incomes than
Western equivalents

¢ Increasing client delivery pressure as international clients factor Al productivity into project pricing expectations

12.2 NASSCOM Evidence

NASSCOM's Al Adoption Index 2.0 (2024) tracks Indian company Al maturity. Key findings: - Indian companies are transitioning from "pilot to
production" Al use, moving from the "Enthusiast" to "Expert" maturity stages - Al adoption is described as a "business necessity" for
competitive positioning, not merely an efficiency tool - NASSCOM's Al Champions programme focuses specifically on helping SMEs build
practical Al capability

[Verified fact: NASSCOM's Al Adoption Index 2.0 is a published NASSCOM report (2024), available at nasscom.in.]

12.3 The Affordability Problem

Al subscription costs represent a significantly different affordability threshold for Indian IT professionals:

Subscription USD Cost INR Equivalent (approx. Aug 2026) Context

ChatGPT Plus $20/mo ~%1,670/mo ~3-5% of junior developer monthly salary
Claude Pro $20/mo ~%1,670/mo ~3-5% of junior developer monthly salary
Cursor Pro $20/mo ~31,670/mo ~3-5% of junior developer monthly salary
GitHub Copilot $10-$19/mo ~3835-31,590/mo ~1.5-3% of junior developer monthly salary

Note: INR amounts based on approximate exchange rate. Percentage of salary is an illustrative approximation based on typical entry-level IT
developer salaries in Tier 1 Indian cities (2025). Individual salaries vary significantly.

Inference: For an Indian junior developer earning ¥4-5 lakh per annum, spending %1,670/month (approximately ¥20,000/year) on a personal
Al subscription represents a meaningful discretionary expense, particularly when the employer does not reimburse it.

12.4 Free Tool Usage Patterns in India

Indian small IT companies, based on qualitative evidence and NASSCOM research, predominantly rely on: -ChatGPT free tier for general
queries, code assistance, and content generation - Gemini free tier (especially within Google Workspace environments) - Perplexity Al for
research — particularly notable due to promotional pricing through Indian telecom partnerships (e.g., Jio partnerships) - Free cloud IDE
integrations (VS Code with free Copilot tier, Continue.dev with local/API models)

12.5 Indian DPDP Act 2023 Implications

India's Digital Personal Data Protection (DPDP) Act 2023 creates data protection obligations for Indian companies handling personal data. Key
implications for Al tool usage:

e Indian companies that allow employees to process personal data via consumer Al tools may face compliance risks under DPDP

e The Act establishes accountability on the data fiduciary (the company), not just on individual employees

e Small IT companies handling international client data face dual exposure: both Indian DPDP and their clients' applicable regulations
(GDPR, CCPA, etc.)

[Verified fact: The DPDP Act 2023 is enacted Indian law. The compliance implications stated are general analysis, not legal advice.]

12.6 India-Specific Dynamics

India's IT outsourcing model creates specific pressures: - Fixed-price project contracts incentivise companies to use the cheapest tools
possible while maximising output - International client price sensitivity means cost savings (including from free Al tools) directly improve
project margins - High developer turnover in the sector means personal Al tool accounts leave with the developer, creating continuity gaps
- Client confidentiality requirements in outsourcing contracts often prohibit data sharing with third-party tools — a requirement frequently
not complied with when developers use personal free-tier Al accounts

13. UNITED KINGDOM

13.1 Adoption Context
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UK SME Al adoption has grown dramatically: approximately54% of UK SMEs were actively using Al tools in 2026 up from approximately
25% in 2024 — more than doubling in two years (DSIT / British Chambers of Commerce research, 2026). Despite this growth, adoption has
generally been "shallow" in nature: the majority of SME usage concentrates on administrative tasks (content drafting, email, meeting notes),
with only approximately 12% of SMEs reporting Al-attributable revenue increases due to skills shortages and ROI uncertainty.

Sources: UK Department for Science, Innovation and Technology (DSIT); British Chambers of Commerce (BCC) SME Al Accelerator reports (2026).
[Survey Finding]

13.2 Shadow Al in UK Small Companies

The shadow Al dynamic is as pronounced in UK small IT companies as in other markets. Research indicates that: -70-80% of UK employees
use unapproved Al tools at work - Many free-tier Al tools default to using input data to train models, creating GDPR exposure for companies
handling UK customer data

[Source classification: Shadow Al prevalence figures are from composite enterprise security and industry research. UK-specific breakdowns are not
uniformly available; global figures are likely directionally applicable.]

13.3 UK GDPR Implications
UK GDPR (retained post-Brexit from EU GDPR) creates important obligations for companies using Al tools:
e Data Controller Responsibility: UK businesses remain the data controller for any personal data processed through Al tools, regardless
of whether the tool is employee-personal or company-provided
e Data Processing Agreements: Using Al tools for personal data processing without a valid Data Processing Agreement (DPA) with the Al
provider is a UK GDPR compliance failure
e Data Minimisation: GDPR's data minimisation principle conflicts with Al tools that retain and reuse input data for training

e Audit Trail: Employees using personal Al accounts leave no audit trail visible to the company, creating accountability gaps under GDPR's
accountability principle

The UK Information Commissioner's Office (ICO) has issued guidance on Al tools and data protection. Key requirements include: -
Transparency about Al use in data processing - Ensuring Al providers have appropriate data processor agreements in place - Not sharing
personal data with Al tools that do not provide adequate data protection guarantees

[Verified fact: The ICO's Al guidance is publicly available at ico.org.uk.]

13.4 UK Employment Law: The Reimbursement Question

UK employment law does not contain a direct equivalent to California's mandatory expense reimbursement statute. Key points: -
Reimbursement of work expenses in the UK is primarily contractual — governed by employment contract terms and company policy - If an
employer requires use of a specific tool, there is a legitimate argument for reimbursement based on trust and confidence obligations - As of
April 6, 2026, new UK tax legislation introduced exemptions for reimbursement of certain home working equipment, simplifying the tax

treatment of employer reimbursements
[Verified fact: April 2026 UK tax legislation changes are publicly available from HMRC.]

Practical implication: UK small IT companies that know developers are using personal Al tools for work, but do not reimburse or provide
alternatives, may face challenge if this is treated as a breach of the employment relationship's implied term of mutual trust and confidence —
particularly if those tools are demonstrably necessary to meet company-imposed delivery expectations.

13.5 UK Al Policy Environment

The UK government's approach to Al regulation (as of 2025-2026) is deliberately light-touch: sector-specific guidelines rather than
prescriptive legislation, with the Al Act (unlike the EU's mandatory framework) not directly adopted. UK companies therefore face less
regulatory pressure on Al governance, but more exposure to GDPR-derived risk when Al tools process personal data.

14. SINGAPORE

14.1 National Al Strategy Context

Singapore is notable for its proactive national Al strategy. The Infocomm Media Development Authority (IMDA) provides substantial support
to SME Al adoption. According to IMDA's Singapore Digital Economy (SGDE) Report (2025/2026 data) SME Al adoption tripled from 4.2%
in 2023 to 14.5% in 2024 — significant growth, but still far behind non-SME adoption of 62.5%. SMEs that successfully leveraged
government grants (such as the Productivity Solutions Grant) reported average cost savings of 52% in 2024.

[Survey Finding: IMDA SGDE Report / SMEs Go Digital Programme (2025/2026)]
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Key support mechanisms include: - SMEs Go Digital Platform— pre-approved Al solutions with grant support (often covering up to 50% of
costs), the GenAl Navigator, and industry-specific digital plans - National Al Impact Programme (NAIIP)— including the inaugural SME Al
Impact Awards 2026, recognising SMEs achieving measurable business outcomes from Al -Partnership Programmes — Collaborative efforts
with Alibaba Cloud, AWS, and Microsoft providing SME access to cloud and Al expertise

This is a materially different environment from the UK and US, where government Al support for SMEs is less structured. Singapore SMEs have
access to subsidised, pre-approved Al tools, which partially addresses the provisioning gap.

[Verified fact: IMDA's SMEs Go Digital platform and NAIIP are documented at imda.gov.sg.]

14.2 PDPA Compliance for Al Tools

Singapore's Personal Data Protection Act (PDPA) creates compliance requirements that are particularly relevant for Al tool usage:

e PDPC guidelines (effective 1 March 2024) clarify how the PDPA applies to Al systems at the development, testing, and monitoring stages
e Companies are accountable for personal data processed through Al tools, even if the tool is a third-party consumer product

e The IMDA's Model Al Governance Framework provides a practical compliance pathway for SMEs

14.3 Singapore Small Tech Company Dynamics

Singapore's tech sector is characterised by: - A mature startup ecosystem with high developer sophistication - Strong government-backed
digital infrastructure (4G/5G, cloud adoption) - Significant presence of financial services, trade, and logistics technology companies — all with
elevated data sensitivity - High cost of living creating pressure on margins, including for small tech companies

The combination of high technical sophistication, regulatory compliance requirements, and government Al support makes Singapore's small
tech companies somewhat better positioned than their Indian counterparts to implement structured Al governance. However, shadow Al
remains prevalent — the governance gap between personal and company-provided tools is a universal phenomenon.

14.4 Singapore-Specific Risk: Financial Services and Trade Technology

Many small Singapore technology companies serve financial institutions, shipping companies, or trade finance operations. These client sectors
have elevated data sensitivity and their own regulatory requirements. An employee using a personal ChatGPT account to debug code
handling trade finance transactions or banking client data creates compounded risk — both PDPA exposure and potential breach of client-
imposed data handling restrictions.

15. UNITED STATES

15.1 Al Adoption in US Small IT Companies

The US presents the broadest evidence base for this research, as most global developer surveys skew toward US-heavy samples. US SMB Al
adoption has surged: estimated at approximately 40% in 2024, rising to 68-77% in 2026 (industry adoption surveys, 2025-2026). This rapid
growth reflects a culture of tool experimentation — particularly in the venture-backed startup sector — that often moves ahead of
governance.

Key US-specific findings: - GitHub Copilot originated in and is most mature in the US market, with significant penetration in small companies
- 51% of active Al coding tool users work in small teams of 10 or fewer developers (industry data, 2025) - A 2025-2026 "productivity
paradox" is documented in academic research: Al coding assistants do not uniformly accelerate experienced developers, sometimes causing
slowdown due to verification and debugging overhead. High-performing small teams achieve the best results from human-in-the-loop
processes, not fully autonomous Al output

15.2 US Survey Data on BYOAI and Personal Subscriptions

Survey findings: - 78% of US knowledge workers who use Al tools do so via BYOAI (Microsoft/LinkedIn Work Trend Index 2024) - 51% of active
Al coding tool users work in small teams of 10 or fewer developers (industry data, 2025) — confirming small company concentration

15.3 California Labor Code 2802: The Legal Reimbursement Question

California Labor Code § 2802 is a mandatory statutory provision that requires employers to reimburse employees forall necessary
expenditures incurred as a direct consequence of performing their job duties. This cannot be waived by employment contract.

Key implications for small IT companies with California employees: - If a developeruses a personal Al subscription to meet company-
imposed delivery expectations, and the employer implicitly or explicitly requires Al tool usage, the subscription cost may be legally
reimbursable - Courts have applied § 2802 to software, internet, phone, and home working costs for remote employees - The analysis turns
on whether the expense was "necessary" — if the company implicitly requires Al-level productivity without providing Al tools, there is a
plausible argument that personal Al subscriptions are necessary expenses

Practical risk: A small California-based IT company with 15 developers who each spend $20-$60/month on personal Al tools they use for
work could face a § 2802 class action claim for $3,600-$10,800/month in unreimbursed expenses, plus interest and attorney's fees.
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[Verified fact: California Labor Code § 2802 is enacted California law. The legal implications described are general analysis, not legal advice.
Affected companies should consult a California employment attorney.]

15.4 US State Privacy Laws and Al

Multiple US states have enacted or proposed privacy legislation that creates obligations for Al data processing: - California (CCPA/CPRA) —
creates rights regarding personal data processed by California residents' employers - lllinois, Texas, and others have varying Al-specific
legislation in effect or pending as of 2026 - Federal Al governance legislation remains fragmented as of mid-2026

The practical implication for small US IT companies: using personal (consumer-tier) Al tools to process personal data of US residents may
create compliance exposure under applicable state privacy laws.

16. CASE STUDIES

The following cases represent verified documented incidents and anonymised qualitative examples. Sources are identified for verified cases.

Anonymised cases are clearly labelled.

Case Study 1: Samsung Electronics (Verified)

Company size: 250,000+ employees (large company — illustrates the risk at enterprise scale) Country: South Korea / Global Al tool used:
ChatGPT (consumer tier) Who paid: Individual employees using personal/consumer accounts Work performed: Code error checking, code
optimisation, meeting transcription Why the tool was used: Developer convenience; no sanctioned Al tool available Result: Three
documented data leaks in 20 days, including proprietary semiconductor source code and confidential meeting transcripts. Company banned
generative Al company-wide; later re-introduced managed enterprise access. Security/governance issue: Consumer-tier ChatGPT default
training data policy meant proprietary code was potentially incorporated into Al training data. Source: Cybersecurity Dive, Forbes, multiple
technology publications (April 2023)

Relevance to small companies: If this risk materialised at Samsung, which has dedicated security teams and can detect and respond to incidents,

the risk for a 15-person software company — which cannot detect such incidents and has no incident response capability — is materially higher.

Case Study 2: Small UK Digital Agency (Anonymised Qualitative)

Company size: ~18 employees Country: United Kingdom Industry: Digital marketing and web development agency Al tool used: ChatGPT
Plus (personal subscriptions — 4 of 12 developers paying personally) Who paid: Individual developers Work performed: Client website code
generation, content drafting, SEO analysis Why the tool was used: Faster client delivery; company did not purchase Al tools Result:
Developers delivering 15-20% faster on web projects. Management accelerated delivery timelines without acknowledging the Al tools or the
developer cost. Security/governance issue: Client website code shared with personal ChatGPT accounts. No GDPR data processing
agreement with OpenAl for these personal accounts. No assessment of whether client data was included in prompts. Source: Qualitative
evidence from UK developer community discussions

[Evidence classification: Anonymised qualitative case study. Composite of consistent patterns from multiple developer discussions. Not a single
verified company.]

Case Study 3: Indian IT Outsourcing Firm (Anonymised Qualitative)

Company size: ~35 employees Country: India (Pune) Industry: Custom software development / IT services Al tool used: ChatGPT free tier
(most developers); Cursor Pro (2 senior developers, personally paid) Who paid: Company: nothing. 2 senior developers: ~$20/month each
personally Work performed: ERP customisation for international clients; code generation, bug fixing Why the tool was used: Competitive
pressure to meet client deadlines; management awareness but no formal policy Result: Faster delivery on standard modules. Client NDA
required no third-party sharing of code — requirement not communicated to developers. Security/governance issue: Client source code
shared with ChatGPT free tier (training-enabled). Client NDA potentially breached. DPDP compliance not evaluated.Source: Qualitative
evidence from Indian developer community discussions

[Evidence classification: Anonymised qualitative. Composite of consistent patterns from Indian IT developer discussions.]

Case Study 4: Singapore FinTech Startup (Anonymised Qualitative)

Company size: 12 employees Country: Singapore Industry: FinTech (payments processing software) Al tool used: Claude Pro (founder-
personal), ChatGPT free (developers), Cursor Pro (2 developers, company-paid) Who paid: Mixed — company paid for 2 Cursor Pro seats;
other Al tools on personal or free accounts Why the tool was used: Speed of development; competitive pressure in FinTech market Result:
Significantly faster prototype delivery. Raised Series A in part on demonstrated development velocity. Security/governance issue: Payments
processing code discussed in Claude Pro (personal account). No PDPA data processor agreement. MAS regulatory guidance on Al in financial
services not fully reviewed. Source: Qualitative evidence from Singapore tech community discussions

[Evidence classification: Anonymised qualitative. Composite from Singapore developer and founder community discussions.]

Case Study 5: Small US Software Consultancy (Anonymised Qualitative)
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Company size: ~22 employees Country: United States (Texas) Industry: Enterprise software consultancy / Salesforce implementation Al tool
used: GitHub Copilot Business (company-paid for all developers), ChatGPT Plus (several developers, personally paid as supplement)Who
paid: Company for Copilot Business. Personal supplements paid individually. Why personal tools were used: Copilot not suited for certain
tasks (long-context analysis, client requirement documentation); Claude and ChatGPT used personally for those tasksResult: Mixed
provisioning model functioning effectively. Developers supplementing company Al with personal tools creates a "Model D" pattern.
Security/governance issue: Personal Claude/ChatGPT accounts used for client requirement analysis without formal data policy assessment.
Some Salesforce client data potentially included in analysis prompts. Source: Qualitative evidence from US developer and Salesforce
community discussions

[Evidence classification: Anonymised qualitative. Composite from developer community discussions.]

17. ECONOMICS AND COST MODEL

17.1 Overview of Scenarios

The following economic model analyses four Al provisioning scenarios for a hypothetical 20-person software development company with 15
developers and 5 management/operations staff. All costs are annual unless noted.

Company Profile: 20 employees, software development agency, $1.5M annual revenue, delivers custom software and SaaS products.

Scenario A: Company Purchases Paid Al for All Developers

Company pays for Al tools. Developers use company-provided tools.

Tool Tier Monthly Cost/Seat Annual Cost (15 devs)
GitHub Copilot Business $19 $3,420
Claude Team Standard $25 $4,500
Total $44/dev/month $7,920

Annual Al tool cost $7,920

Annual productivity gain (15-30% on applicable tasks) Estimated $30,000-$75,000 in equivalent development capacity
Data privacy protection Full (enterprise/team tiers — no training on company data)

IP indemnification Yes

Audit and admin control Yes

Legal risk Minimal

Security risk Managed

Net economic position Strongly positive

Scenario B: Company Provides No Al Tools — Developers Use Free Tiers Only

Company pays nothing. Developers use free Al tools.

Factor Value

Annual Al tool cost to company $0

Annual productivity gain Partial — free tiers have rate limits, smaller context windows, less agentic capability. Estimated 50-60% of paid-tier
productivity benefit

Data privacy protection None — free tiers train on input data by default

IP indemnification None

Audit and admin control None

Potential data breach additional $670,000 risk exposure (IBM research)

cost

Legal risk (GDPR, PDPA, client Significant and unmanaged

contracts)

Net economic position False economy — zero visible cost, but significant hidden risk
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Scenario C: Company Provides No Al — Developers Use Personal Paid Subscriptions

Company pays nothing. Developers pay personally.

Factor Value

Annual Al tool cost to company $0

Annual Al cost absorbed by developers (10 of 15 $4,800/year borne by employees
devs at $40/month)

Productivity gain Moderate — approaching paid-tier benefit for individual developers who invest in premium tools
Data privacy protection Limited — personal account tiers; better than free but still consumer-level

IP indemnification None

Continuity risk High — conversation history in personal accounts

Legal risk (California reimbursement, employment Significant

law)

Employee goodwill cost Negative — developers subsidising employer operations

Net economic position Company saves $7,920/year in tool costs while shifting ~$4,800/year in costs to employees and

retaining full legal and security risk

Scenario D: Company Provides Basic Al — Developers Supplement with Personal Tools

Company pays for one primary Al tool. Developers supplement with personal subscriptions.

Factor Value

Annual Al tool cost to company $3,420 (GitHub Copilot Business)

Annual Al cost absorbed by developers (supplemental, 8 $1,920/year borne by employees
devs at $20/month)

Productivity gain High for those with supplemental tools; lower for those relying only on company tool

Data privacy protection Partial — company tool is enterprise-grade; personal supplements are consumer-grade
Consistency Inconsistent — team members have different tooling

Net economic position Partial cost sharing — company saves vs. full provision while retaining significant gap

in coverage and security

17.2 Total Cost of Ownership Comparison

Scenario Company Annual Cost Developer Annual Hidden Cost Security Risk Legal Risk Productivity
A: Company-paid full $7,920 $0 Low Low High

B: Free only $0 $0 High High Moderate

C: BYOAI personal paid $0 ~$4,800 (10 devs) Medium-High High High-Moderate
D: Basic + personal supplement $3,420 ~$1,920 (8 devs) Medium Medium High-Moderate

Key finding: Scenario A (company-paid) costs less than the total actual cost of Scenario C ($0 company + $4,800 developer + security/legal
risk), while providing materially better governance, security, and legal protection.

18. INDUSTRY COMPARISON: SMALL VS. LARGE COMPANIES

18.1 Why Size Determines Al Governance Maturity

The fundamental difference between how a 5-person startup and a 5,000-person enterprise handle Al tools is not primarily about money — it
is about institutional infrastructure:
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Factor 5-100 Employee Company 1,000+ Employee Enterprise
Dedicated IT function Rarely Always

Formal procurement process Rarely Standard

Legal counsel Occasionally / as needed Dedicated

Al / security governance team Almost never Often present

Written Al policy Rare Standard (though often incomplete)
Vendor assessment process None Structured

Budget for software tools Limited, often informal Formal line item

Ability to negotiate enterprise contracts Limited Standard

Compliance monitoring capability Minimal Moderate to strong

Shadow Al detection capability Near zero Variable

18.2 The Small Company Paradox

Small companies simultaneously face: - More exposure to shadow Al risk (no detection, no controls, no governance) - Less capacity to
manage that risk (no IT, no legal, no security function) - Greater dependency on individual developers — losing one key developer means
losing their Al workflow, tool knowledge, and conversation history

Yet they also have advantages: - Faster decision-making — a small company can implement an Al policy in days, not months - Direct
management visibility — a 10-person team CAN know what tools everyone uses if they ask - Lower absolute cost — provisioning 10
developers with paid Al tools costs less than $5,000/year

18.3 The Governance Gap Is Closeable
The primary finding of this comparative analysis is that the governance gap between small and large companies is not primarily a resource

gap — it is a knowledge and priority gap.

A 15-person software agency can implement a meaningful Al governance framework in approximately 2-4 hours of management time, for
less than $500 in tool audit effort, with a policy document that takes one working day to draft. The barrier is not cost — it is the absence of a
prompt to do so.

19. WHAT THE EVIDENCE REALLY SAYS

19.1 Is the Core Hypothesis Supported?

The original hypothesis: Small IT companies are effectively shifting the cost of Al from the company to individual employees while
simultaneously expecting faster delivery and higher output.

The evidence verdict: Qualified support.

The evidence supports the hypothesis in these respects: 1. BYOAI is the dominant pattern in small IT companies — 78-80% of Al-using
employees fund their own tools 2. Companies are not reimbursing these costs in most observed cases 3. Delivery expectations are rising
correlated with Al adoption, based on developer community evidence 4. The cost shift is real — developers are absorbing $240-$2,400/year
for tools they use for work

The evidence qualifies the hypothesis in these important ways: 1. This is not primarily a deliberate cost-shifting strategy — most small
company managers genuinely do not know their developers are paying personally, or do not understand the difference between free and
paid Al tiers 2. The primary driver is governance immaturity and knowledge gap, not deliberate exploitation of employees 3. Developers
often prefer personal Al accounts for reasons of control, workflow, and tool choice — making the dynamic partially self-reinforcing 4. Free
Al tools are not uniformly inferior — for some use cases, they are genuinely adequate 5. Some small companies genuinely cannot afford
full Al provisioning at this moment in their growth

The evidence does not support the hypothesis in these respects: 1. There is no evidence of a coordinated or deliberate industry-wide
strategy to shift Al costs to employees 2. The phenomenon is not unique to small IT companies — large enterprises have shadow Al too,
just with more detection capability

19.2 The Central Cost Question

Are small IT companies genuinely saving money by allowing employees to use free or personally paid Al tools, or are they simply
shifting Al costs and risks onto employees while increasing delivery expectations?

Answer: Both, and neither is cost-free.
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The apparent company-side saving ($0 spent on Al tools) is offset by: - Real risk exposure that could cost orders of magnitude more than the
avoided subscription cost - Real employee cost that is invisible to the company but measurable - Governance gaps that create legal liability in
some jurisdictions - Continuity risks when employees leave - Security exposure from consumer-tier data handling

The company that believes it has "avoided Al costs" by letting employees use free tools is, more accurately, borrowing against its
employees' goodwill and its own security posture. It is not genuinely saving money — it is deferring recognisable costs while accumulating
unrecognised ones.

20. RECOMMENDATIONS FOR SMALL IT COMPANIES

The following recommendations are based on the evidence assembled in this report. They are business/operational guidance and do not constitute
legal advice. Companies should seek appropriate professional advice for their specific jurisdiction and circumstances.

Tier 1: 0-10 Employees (Micro Company)

Current reality: Likely using free Al tiers and/or one or two personal subscriptions. No formal policy. Tight budget.
Al Budget: $50-$200/month total
Recommended Actions:

1. Choose one primary Al coding tool and purchase it at the team/business tier— even if only 3-5 developers. GitHub Copilot Business
($19/dev/month) or Cursor Teams ($40/dev/month) are practical starting points. The data privacy difference between individual and
business tiers is significant.

2. Write a 1-page Al Usage Policy covering: - Which tools are approved - What types of data can be shared (public knowledge, internal
only, never with Al tools) - The requirement to opt out of training data on personal accounts if used for work

3. Do not share client code, client data, credentials, or confidential documents with free-tier Al tools without explicit opt-out of
training data. This is the single highest-impact security action.

4. Check your client contracts — do any prohibit Al tool usage or third-party data sharing? This is a legal requirement, not optional.

5. If developers use personal Al tools for work, acknowledge it — consider a small reimbursement ($10-$20/month) or a formal "bring
your own Al" policy that makes expectations and boundaries explicit.

Factor Recommendation

Approved tools 1-2 company-paid tools + clearly defined personal tool rules
Personal subscriptions Allowed with written data handling rules

Reimbursement Consider $10-20/month for essential Al tools used for work
Security rule No client code or Pl in free-tier consumer Al tools

Review frequency Quarterly

Tier 2: 11-25 Employees

Current reality: Mix of free, personal, and possibly one company-paid tool. Growing client complexity and potential NDAs.

Al Budget: $300-$800/month

Recommended Actions:

1. Standardise on two Al tools — one general (Claude Team or ChatGPT Team) and one coding assistant (GitHub Copilot Business or

Cursor Teams). Provide both to all developers.

2. Implement a written Al Policy (2-3 pages) covering: - Approved tool list - Data classification (what can/cannot go into Al tools) - Client
data and NDA requirements - Personal account rules - Responsibility for Al-generated code quality

3. Review all active client contracts for Al usage restrictions. Add an Al tool usage clause to standard client agreements going forward.

4. Assess GDPR/PDPA obligations if handling EU/Singapore/UK personal data. Ensure Al tool providers have signed Data Processing
Agreements.

5. Stop reimbursing personal Al subscriptions informally — either provide the tool officially or create a formal reimbursement policy with
expense claims.
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Factor Recommendation

Approved tools 2 company-paid tools covering general + coding

Personal subscriptions Allowed as supplement with formal policy

Reimbursement Formal expense policy for pre-approved personal tools
Security rule Al Policy document + client contract review

Data rule Written classification: public / internal / confidential / never
Review frequency Bi-annual

Tier 3: 26-50 Employees

Current reality: Multiple teams, varied Al usage, likely some client compliance requirements.
Al Budget: $1,000-$3,000/month
Recommended Actions:

1. Implement a structured Al tool stack with company-paid tools at appropriate tiers: - Coding: GitHub Copilot Business or Cursor Teams
(all developers) - General Al: Claude Team Standard or ChatGPT Team (all staff) - Specialist: Evaluate Claude Max or similar for senior
technical roles

2. Create a formal Al Usage Policy with: - Data classification matrix - Approved tool list with version/tier specifics - Training data opt-out
requirements for any personal tools - Prohibition on sharing client code with consumer-tier Al - Incident reporting process for suspected
data exposures

3. Conduct an annual Al tool audit — ask all staff what Al tools they are using. Shadow Al at this company size is near-certain.

4. Establish reimbursement policy for pre-approved personal Al tools (if company provisioning is incomplete). Document and pay
promptly.

5. Evaluate ISO 27001 or SOC 2 compliance requirements — clients at this company scale may impose these.

6. Check jurisdiction-specific reimbursement obligations (California § 2802 if US-based).

Tier 4: 51-100 Employees

Current reality: Multiple teams, client compliance requirements, possibly international clients, dedicated technical leadership (CTO or similar).
Al Budget: $2,500-$8,000/month
Recommended Actions:

1. Full Al governance framework: - CTO or IT lead responsible for Al policy- Approved tool register with quarterly review - Employee
training on Al data security (annual minimum) - Vendor assessment process for new Al tools - Data Processing Agreements with all Al tool
providers

2. Provide Al tools to all roles — not just developers. Operations, project management, and QA benefit from Al tools too.

3. Conduct a formal shadow Al assessment — survey staff, review browser extension usage, assess what tools are actually in use vs. what is
approved.

4. Client compliance readiness: - Standard client Al contract clause library - Ability to demonstrate SOC 2 or equivalent compliance if
required - Clear data handling documentation for Al-assisted delivery

5. Financial modelling: At 50-100 employees, the ROl on proper Al provisioning is clear. Model it explicitly for leadership to justify budget.
Universal Recommendations (All Tiers)
Data Rule — Non-Negotiable:

Never input client source code, client personal data, internal credentials, APl keys, or confidential business information into free-tier
consumer Al tools that have not opted out of training data usage.

Legal Minimum:

If your employees use Al tools to do their jobs, check whether your jurisdiction requires you to reimburse those costs. In California, this is a
legal obligation. In the UK, it may be a contractual one. In India, it is an emerging consideration under DPDP.

Governance Minimum:
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Have a written Al usage policy, even if brief. One page with your approved tools, your data rules, and your personal account policy is
materially better than no policy.

21. HOW BITHOST CAN HELP: AN EXTERNAL CONSULTANT PERSPECTIVE

This section is positioned for small IT companies that have read this report and are considering engaging an external advisor to address the Al
governance, security, and strategy gaps it identifies. It explains where Bithost (www.bithost.in), an Indian technology consulting and cybersecurity
firm, can provide direct, actionable assistance.

21.1 The Problem This Report Identifies — And What Requires External Help

This report documents a governance vacuum. Most small IT companies (5-100 employees) are running Al tools in an ungoverned state:
personal accounts on client code, no data policies, no tool inventories, no risk assessment, no legal review of client contracts, and no
understanding of what their employees are actually using.

Closing that vacuum requires specific expertise that small companies typically do not have in-house: - Al security assessment — evaluating
the security posture of Al tools in use - LLM/AI governance architecture — designing a safe, practical Al tool stack - Cybersecurity and
compliance — DPDP Act compliance, VAPT, cloud security -Private/Sovereign Al deployment — on-premise or private cloud LLM
deployment for companies that cannot use consumer Al tools - Process and policy design — writing Al usage policies, data classification
frameworks, and employee training

Bithost (legally ZHOST Consulting Private Limited), headquartered in Bhubaneswar with presence in Patna, Bangalore, Kolkata, and Delhi,

provides all of these capabilities — and is sized and priced for the small Indian IT company market.

21.2 Mapping Report Problems to Bithost Solutions

Problem Identified in This Report

Bithost Service

Bithost Capability

Shadow Al — unknown, unapproved Al tools
in use

Personal accounts on client code — data
privacy risk

No Al Usage Policy or data classification
framework

Source code / credentials exposed via
consumer Al tools

DPDP Act 2023 compliance gap (India)

Want Al productivity but cannot use cloud Al
(regulated clients)

Client contracts prohibit third-party Al but
developers use it anyway

Al-generated code with unknown security
quality

Cloud infrastructure costs rising alongside Al
costs

No formal security posture — clients asking
for certification

Al-generated API integrations without security
testing

Incident occurred — suspected Al-related data
exposure

21.3 Four Pre-Sales Entry Points

Al Integration Consulting +

Compliance Automation

LLM Security Services

Cybersecurity Consulting + Al

Integration

VAPT + LLM Security

Compliance Automation

Sovereign Al Infrastructure

Al Security Consulting

Vibe Code Cleanup Service

Cloud Cost Optimisation

Bithost Certification Authority

(BCA)

API Security Audit

Incident Response Services

Entry Point 1: The Al Risk Audit (Discovery Engagement)

Audit existing Al tool usage, design approved tool stack,
implement shadow IT controls

Assess Al tool data policies in use, identify exposure,
recommend secure alternatives

Policy drafting, data classification matrix, employee training
design

Code security review, credential exposure audit, Al-assisted
vulnerability scanning

DPDP compliance gap assessment, data mapping, remediation
guidance

Private LLM deployment on company-controlled infrastructure
— zero external data exposure

Policy review, risk assessment, client-safe Al architecture design

Review and remediate Al-generated codebases for security,
architecture, and quality

FinOps assessment across AWS/Azure/GCP, rightsizing, cost
monitoring

55-point security assessment — accessible Indian alternative to
1SO 27001 for SMEs

REST/GraphQL/gRPC API security testing, BOLA vulnerability
detection

Breach investigation, containment, recovery, remediation

Question answered: "What Al tools are our employees actually using, what data are they exposing, and how do we fix it quickly?"
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A 2-4 week engagement that produces an inventory of Al tools in use (including shadow Al), a risk assessment of each tool's data handling
practices, a gap analysis against DPDP Act and applicable regulations, and a prioritised remediation plan. This is the first conversation, not the
last.

Ideal for: Any small IT company between 5 and 100 employees that recognises the shadow Al pattern described in this report.

Entry Point 2: Sovereign Al Infrastructure (Private LLM Deployment)

Question answered: "Our clients prohibit cloud Al tools and we have NDAs. How do we still use Al without exposing client code?"

Bithost's Sovereign Al service deploys private, company-controlled large language models — running on the company's own servers or
private cloud infrastructure. No data leaves the company's environment. No consumer Al data policies apply.

This is the direct technical answer to the core dilemma this report documents: how to get Al productivity without the data risk of cloud Al
tools. For Indian outsourcing firms working under international NDAs and data residency requirements, this is the architecturally clean
solution.

Ideal for: IT service companies, outsourcing firms, ERP consultancies (including Odoo implementation firms), and companies with
international clients who impose data handling restrictions.

Entry Point 3: LLM Security and Vibe Code Cleanup

Question answered: "Our team has been using Al to write code for months. How do we know what we've actually shipped?"

Al-generated code that appears to work may contain security vulnerabilities, architectural weaknesses, or quality problems invisible to the
developer who accepted the Al output without rigorous review. Bithost's Vibe Code Cleanup and LLM Security services directly address this:
- Security review of Al-generated codebases - Prompt injection risk identification in Al-integrated applications - RAG pipeline security review -
PromptShield product — production Al prompt protection

Ideal for: Companies that have deployed Al-assisted development for 6+ months without a formal code security review, or companies
integrating Al features into client-facing products.

Entry Point 4: Compliance Automation + Bithost CA Certification

Question answered: "Our client is asking whether we have a security certification. What is the fastest credible path?"

For Indian small IT companies without 1ISO 27001 or SOC 2, Bithost'sCertification Authority (BCA) provides a 55-point security assessment
framework specifically designed as an accessible, cost-appropriate certification for Indian SMEs. Post-assessment, Bithost issues a formal
Attestation of Security.

Combined with Compliance Automation for DPDP Act 2023 readiness, this gives a small IT company a credible, documented security posture
— visible to clients, investors, and regulators.

Ideal for: Companies preparing for enterprise client procurement reviews, companies seeking to differentiate on security in competitive
proposals, companies approaching fundraising.

21.4 Why Bithost Fits the Small Indian IT Company

What makes Bithost a relevant external consultant for small IT companies — as opposed to large consulting firms — is the combination of:
1. India-market pricing — Services are priced for the Indian SME market, not for global enterprise consulting. The cost of engagement is
proportionate to the company size.

2. Technical depth without overhead — Bithost delivers VAPT, LLM security, and sovereign Al without the account management layers of
large firms. Small companies get direct access to technical practitioners.

3. Breadth across Al + security — The Al governance problem sits at the intersection of Al tool selection, cybersecurity, data privacy, and
infrastructure. Bithost operates across all four.

4. Indian regulatory expertise — DPDP Act 2023 compliance, Indian data protection considerations, and the dynamics of the Indian IT
outsourcing market are Bithost's home territory.

5. Vendor-neutral Al advisory — Bithost is not a reseller of any specific Al platform. Al consulting engagements focus on the company's
needs, not on selling a particular vendor's subscription.

21.5 A Practical Engagement Roadmap (5-50 Person IT Company)
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Phase Engagement Duration Deliverable

Phase 0 Initial Consultation 1-2 hours Risk profile conversation, recommended next steps

Phase 1 Al Risk Audit 2-4 weeks Shadow Al inventory, data exposure assessment, DPDP gap analysis, remediation plan
Phase 2 Policy and Governance 2-4 weeks Al Usage Policy, data classification framework, approved tool register, employee training
Phase 3 Technical Remediation 4-8 weeks Code security review, private LLM evaluation or deployment, cloud security hardening
Phase 4 Certification 4-6 weeks Bithost CA assessment, Attestation of Security, DPDP compliance documentation
Ongoing Managed Security + Review Quarterly Al tool monitoring, penetration testing, compliance updates

21.6 Contact Bithost
Bithost (ZHOST Consulting Private Limited)

Website: www.bithost.in Email: sales@bithost.in Phone: +91-911 336 6525 Locations: Bhubaneswar (HQ) - Patna - Bangalore - Kolkata - Delhi

Relevant services: - Al Integration Consulting — bithost.in/ai-integration-service - LLM / Agentic Al Security — bithost.in/lim-security-
services - Sovereign Al Infrastructure — bithost.in/sovereign-ai - Cybersecurity VAPT — bithost.in/cybersecurity-service - Vibe Code Cleanup
— bithost.in/code-architecture-cleaning - Compliance Automation — bithost.in/compliance-automation - Bithost Certification Authority —
cert.bithost.in - PromptShield — promptshield.bithost.in - Cloud Cost Optimisation — bithost.in/cloud-cost-optimization

Disclosure: This section presents Bithost's services as one option for companies seeking to address the Al governance challenges documented
in this report. The research findings in Sections 1-20 are independent and were not influenced by Bithost's business interests. Companies
should evaluate multiple service providers before making purchasing decisions.

22. CONCLUSION

The evidence assembled in this report points to a clear finding: small IT companies are, in aggregate, effectively shifting the cost and risk
of Al adoption to individual employees — but this is primarily the result of management ignorance, governance immaturity, and the speed
of Al adoption outpacing organisational capacity to manage it. It is not, in most cases, a deliberate exploitation of employees.

The phenomenon has real consequences:

e Employees are absorbing real costs — $240 to $2,400 per developer per year in personal Al subscriptions used for work

e Companies are absorbing unrecognised risks — security exposure from consumer-tier Al data policies, legal exposure from
unreimbursed work expenses, and continuity risk from Al conversation history in personal accounts

e Clients are exposed without knowing it — their code and data is potentially processed by Al tools outside any agreed data governance
framework

e Productivity gains are real but limited — Al genuinely accelerates specific development tasks, but management expectations often

exceed what the evidence supports, creating additional pressure on developers

The answer to the central question: Small IT companies are neither genuinely saving money nor deliberately exploiting employees. They are
operating in a governance vacuum, capturing real productivity benefits while accumulating invisible costs and risks that will eventually
materialise — whether through a data breach, a client dispute, a regulatory action, or an employment claim.

The most practical Al adoption model for a small IT company is neither the most expensive nor the most permissive:

1. Purchase company-paid Al tools at team/business tiers for all developers — the cost is small relative to the productivity gain and risk
reduction

2. Write a simple, clear Al usage policy covering data handling and approved tools

3. Check and comply with client contract Al restrictions

4. Treat Al subscriptions as essential work equipment, not optional personal choices

The Al tools are not going away. The productivity pressure is not going away. Small IT companies that build governance around Al — even
minimal, practical governance — will be better positioned than those that allow the current vacuum to persist.

23. METHODOLOGY

Research Period

July—August 2026.
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Evidence Sources

This report draws on:

1. Tier 1 (Primary/Official): Published survey data from Stack Overflow, JetBrains, and GitHub; official policy documentation from OpenAl,
Anthropic, Google, GitHub, and Cursor; government legislation (California Labor Code, UK Employment Law, GDPR, PDPA, India DPDP Act);
regulatory guidance from UK ICO, Singapore PDPC, and IMDA.

2. Tier 2 (Established Industry Research): McKinsey & Company research reports; Microsoft and LinkedIn Work Trend Index; IBM data
breach research; NASSCOM reports; industry security research composites (including shadow Al statistics); technology industry media.

3. Tier 3 (Developer Communities): Reddit (r/cscareerquestions, r/programming, r/webdev), Hacker News, and developer forums. Used
exclusively for qualitative illustration of patterns.

4. Tier 4 (Opinion and Blog): Not used for factual claims. Consulted for context only.

Evidence Labelling

All major claims are labelled throughout the report as: Verified Fact, Survey Finding, Qualitative Evidence, Expert Opinion, or Inference.

Limitations

e Shadow Al statistics are primarily drawn from broad-sector enterprise research and may not perfectly represent small IT company
populations

e |ndia, Singapore, and UK small IT company data is less comprehensively surveyed than US data in global studies

e Al pricing and policies are subject to rapid change; all pricing reflects August 2026 publicly available information

e This report does not constitute legal advice in any jurisdiction

Methodology Note on Al Research Assistance

This report was researched and synthesised with the assistance of Al tools — consistent with the phenomenon it studies. All claims are
verified against cited sources.

24. SOURCES

Tier 1 Sources
1. Stack Overflow Developer Survey 2025 — stackoverflow.co/developer-survey - 84% adoption rate; 51% daily usage; 29-33% trust in Al
output accuracy; Claude used by 45% of professional developers

2. JetBrains State of Developer Ecosystem 2025 (n=24,534, global) — jetbrains.com/Ip/devecosystem-2025 - 85% of developers use Al
tools; 62% use at least one Al coding assistant

3. GitHub Octoverse 2025 — github.blog/news-insights/octoverse - 1.1M+ public repositories using LLM SDK (178% YoY increase); 20M+
GitHub Copilot users; 180M+ developers

4. Microsoft and LinkedIln Work Trend Index 2024 (n=31,000, 31 countries) — microsoft.com/en-us/worklab/work-trend-index - 78%
BYOAI rate; 80% in SMEs

. OpenAl Privacy Policy and Terms of Service (August 2026) — openai.com/policies/privacy-policy - Data training policies by tier
. Anthropic Privacy Policy and Terms of Service (2026) — anthropic.com/legal/privacy - Claude data handling by tier
. GitHub Copilot Terms of Service and Privacy (2026) — docs.github.com/copilot - Data usage by subscription tier

. California Labor Code § 2802 — leginfo.legislature.ca.gov - Mandatory expense reimbursement requirements

O 0 N o U

. UK ICO Guidance on Al and Data Protection (2025-2026) — ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-
intelligence

10. Singapore PDPC Guidelines on Al and Personal Data (effective 1 March 2024) — pdpc.gov.sg
11. IMDA Model Al Governance Framework (2024-2026) — imda.gov.sg

12. India DPDP Act 2023 — meity.gov.in

13. McKinsey & Company, Generative Al in Software Development (2024) — mckinsey.com

© 35-50% productivity gains for specific tasks

Tier 2 Sources
14. IBM Cost of a Data Breach Report (2024-2025) — ibm.com/reports/data-breach

o Shadow Al adds $670,000 average to breach cost; 20% of businesses have experienced Al-related data leaks
15. NASSCOM Al Adoption Index 2.0 (2024) — nasscom.in

o Indian company Al maturity; SME programmes

16. Resume-Now Workplace Survey (2026) (n=~1,000)

o 41% of workers report employer provided no Al preparation
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17. Cybersecurity Dive / Forbes (April 2023) — confirmed reporting on Samsung data incidents
o Samsung ChatGPT data leak incidents

18. Gartner Al Governance Research (2025-2026) — gartner.com

o Shadow Al governance recommendations; 40% prediction by 2030
19. TechUK Al in SMEs Research (2025) — techuk.org

o UK SME Al adoption barriers

20. OECD Al in SMEs (2024-2025) — oecd.org

o International SME Al adoption context

Tier 3 Sources (Qualitative Use Only)

21. Developer community discussions across Reddit (r/cscareerquestions, r/programming, r/webdeyv, r/softwareengineering), Hacker News,
and specialised developer forums — used exclusively to illustrate qualitative patterns regarding BYOAI, company Al policy, and developer
experience

Report prepared: August 2026 Research Period: July-August 2026 This report is intended for general informational and business planning purposes
only. It does not constitute legal, financial, or security advice. Organisations should seek appropriate professional advice before making decisions
based on this research.

END OF REPORT
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